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GENEL TANIM / GENERAL DESCRIPTION

Ders Adi / Course Name

THE BASICS OF CYBER SECURITY / THE BASICS OF CYBER SECURITY

Ders Kodu / Course Code

SIB001

Ders Tirii / Course Type

Ders Seviyesi / Course Level

Undergraduate / Undergraduate

Ders Akts Kredi / ECTS 2.00
Haftalik Ders Saati (Kuramsal) / 2.00
Course Hours For Week

(Theoretical)

Haftalik Uygulama Saati / Course 0.00
Hours For Week (Objected)

Haftalik Laboratuar Saati / Course 0.00

Hours For Week (Laboratory)

Dersin Verildigi Yl / Year

1

Ogretim Sistemi / Teaching System

Formal Education / Formal Education

Egitim Dili / Education Language

Turkish / Turkish

On Kosulu Olan Ders(ler) /
Precondition Courses

Amaci / Purpose

Bu dersin temel amaci, 6grencilere, siber glivenlik hakkinda temel kavramlari 6gretmek,
ogrencilerin bu alandaki bakis agilarini gelistirmek ve siber glivenlik alaninda daha ileri
calismalar igin bir temel olusturmaktir.

The main aim of this course is to teach students the basic concepts about cyber
security, to develop students' perspectives in this field and to lay a foundation for
further studies in the field of cyber security.

igerigi / Content

Bu ders; temel siber guvenlik kavramlari, tehditler, giivenlik acgiklan, saldirlar, siber
suglular ve giivenlik uzmanlari, siber savunma yontemleri, saldirilan tespit etme, hafifletme
ve dnleme teknikleri, bilgi glivenligi ve gizlilik konularindan olugsmaktadir.

This course; It consists of basic cyber security concepts, threats, vulnerabilities,
attacks, cybercriminals and security experts, cyber defense methods, detection,
mitigation and prevention techniques of attacks, information security and privacy.

Onerilen Diger Hususlar /
Recommended Other
Considerations

Staj Durumu / Internship Status

Kitabi / Malzemesi / Onerilen
Kaynaklar / Books / Materials /
Recommended Reading

1. Ders Notlari
2. Cisco Networking Academy

1. Lecture Notes
2. Cisco Networking Academy

Ogretim Uyesi (Uyeleri) / Faculty
Member (Members)

Dr. Ogr. Uyesi Ahmet Sertol KOKSAL, Ogr. Gér. Hasan UZEL, Ogr. Gér. Harun
AKBULUT, Ogr. Gér. Necati AKSOY, Ogr. Gér. Omer DAGISTANLI, Ogr. Gér. Engin
KURHAN, Ogr. Gor. ibrahim KARAMAN, Ogr. Gér. Kazim KILIC, Ogr. Gér. Hiiseyin
BOZKURT




OGRENME GIKTILARI / LEARNING OUTCOMES

Siber glvenlik hakkinda tartisabilir.

Can argue about cyber security.

Farkli guivenlik aciklarina karsi bir c6zim 6nerisi gelistirebilir.

It can develop a solution proposal against different security vulnerabilities.

Farkl saldinlara karsi tespit yontemlerini agiklayabilir.

Explain the detection methods against different attacks.

Farkl saldinlara karsi hafifletme yéntemlerini agiklayabilir.

Explain the mitigation methods against different attacks.

Farkl saldirnlara karsi 6nleme yéntemlerini agiklayabilir.

Explain the prevention methods against different attacks.

Gizlilik, battnliik ve kullanilabilirlik kavramlarini agiklayabilir.

Explain the concepts of confidentiality, integrity and usability.

HAFTALIK DERS ICERIGi / DETAILED COURSE OUTLINE
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Hafta / Week

Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
1 Siber glivenlige giris
Introduction to cyber security
. . gretim Yont .. _—
Teorik Dersler / Theoretical Uygulama Lab '(I:')gl:ﬁi;(?;ri/(?l'r;:cmi\rgz Methods On Hazirlik / Preliminary
Techniques
2 Siber suclular ve glivenlik uzmanlar
Cyber criminals and security experts
Teorik Dersler / Theoretical Uygulama Lab ?g;ﬁiﬁ:ﬁgtsgig Methods On Hazirlik / Preliminary
Techniques
3 Siber guvenlik kipu
Cyber security cube
. . Ogretim Yont - _
Teorik Dersler / Theoretical Uygulama Lab Tgl:ﬁill(rlgri/?rgsgig Methods On Hazirlik / Preliminary
Techniques
4 Siber guvenlik tehditleri
Cyber security threats
gretim YO .
Teorik Dersler / Theoretical Uygulama Lab Ogretim Yontem ve On Hazirlik / Preliminary

Teknikleri/Teaching Methods
Technigues

5 Guvenlik agiklari ve saldirilar

Vulnerabilities and attacks
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Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
6 Gizlilik kavrami
Privacy concept
. . Ogretim Yontem ve = .
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Technigues
7 Gizliligi koruma
Protecting privacy
. . Ogretim Yoéntem ve . o
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
8 Ara Sinav
gretim YO "
Teorik Dersler / Theoretical Uygulama Lab 'Cl')glzﬁmqeri/(')l'gt:cr:?\i\r,lz Methods On Hazirlik / Preliminary
Technigues
9 Bitlinligl saglamak
Ensuring integrity
. . Ogretim Yoéntem ve x .
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
10 Kullanilabilirlik kavrami
Usability concept
. . gretim Yont .. -
Teorik Dersler / Theoretical Uygulama Lab '?eglzﬁill(r;;ri/(?rr;aeg;i\r/\z Methods On Hazirlik / Preliminary
Techniques
11 Kullanilabilirligi saglamak

Ensuring availability
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Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
12 Siber guvenlik alanini korumak 1
Protecting the cybersecurity space 1
gretim YO .
Teorik Dersler / Theoretical Uygulama Lab '?glzﬁ;LT;ri/%Zt:g;li\éz Methods On Hazirlik / Preliminary
Technigues
13 Siber giivenlik alanini korumak 2
Protecting the cybersecurity space 2
. . Ogretim Yont - .
Teorik Dersler / Theoretical Uygulama Lab Tgl:ﬁill(rlrt\eri/s)l'r;sgiﬁge; Methods On Hazirlik / Preliminary
Techniques
14 Siber giivenlik uzmanhgi

Cyber security expertise
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DEGERLENDIRME / EVALUATION

Katki Yiizdesi /

Yariyil (Yil) igi Etkinlikleri / Term (or Year) Learning Activities ] Percentage of
Number - A
Contribution (%)

Ara Sinav / Midterm Examination 1 80
Quiz / Quiz 1 20
Toplam / Total: 2 100
Basari Notuna Katki Yiizdesi / Contribution to Success Grade(%): 40

Savi/ Katki Yuzdesi /

Yanyil (Yil) Sonu Etkinlikleri / End Of Term (or Year) Learning Activities Nurr¥ber Percentage of

Contribution (%)

Final Sinavi / Final Examination 1 100
Toplam / Total: 1 100
Basari Notuna Katki Y{izdesi / Contribution to Success Grade(%): 60

Etkinliklerinin Basari Notuna Katki Ylizdesi(%) Toplami / Total Percentage of Contribution (%) to Success Grade: 100

Degerlendirme Tipi / Evaluation Type:
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IS YUKU / WORKLOADS

Siiresi | Toplam Is Yiikii
Son | S | Gaan o

(Hours) (Hour)
Final (Donem Sonu) Sinavi / Final Examination 1 1.00 1.00
Quiz (Kisa Sinav) / Quiz 1 1.00 1.00
Derse Katilim (Teorik) / Attending Lectures 14 2.00 28.00
Bireysel Calisma / Self Study 8 1.00 8.00
Final Sinavi igin Bireysel Calisma / Individual Study for Final Examination 2 3.00 6.00
Okuma / Reading 7 1.00 7.00
Quiz igin Bireysel Calisma / Individual Study for Quiz 3 1.00 3.00
Ara Sinav(Vize) / Midterm Examination 1 1.00 1.00
Ara Sinav igin Bireysel Calisma / Individual Study for Mid term Examination 2 3.00 6.00
Toplam / Total: 39 14.00 61.00

Dersin AKTS Kredisi = Toplam is Yiikii (Saat) / 25.00 (Saat/AKTS) = 61.00/25.00 = 2.44 ~ / Course ECTS Credit = Total Workload (Hour) / 25.00 (Hour / ECTS) = 61.00 / 25.00 = 2.44 ~

718




PROGRAM VE OGRENME CIKTISI / PROGRAM LEARNING OUTCOMES

Ogrenme Ciktilari / Program Ciktilari / Program Outcomes

Learning Outcomes 111112113114 115116 |1.1.7 [1.1.8|1.1.9 [1.1.10{1.1.11 [1.1.12
1.Siber giivenlik hakkinda

tartisabilir. / Can argue about 4

cyber security.

2.Farkl guivenlik aciklarina
kars! bir ¢c6ziim onerisi
gelistirebilir. / It can develop a 4
solution proposal against
different security vulnerabilities.

3.Farkl saldirilara karsi tespit
yontemlerini agiklayabilir. / 4
Explain the detection methods
against different attacks.

4.Farkl saldirlara karsi
hafifletme yéntemlerini
aciklayabilir. / Explain the 4
mitigation methods against
different attacks.

5.Farkl saldirilara karsi énleme
yontemlerini agiklayabilir. /
Explain the prevention 4
methods against different
attacks.

6.Gizlilik, bltlnlik ve
kullanilabilirlik kavramlarini
aciklayabilir. / Explain the 4
concepts of confidentiality,
integrity and usability.

Katki Dlizeyi / Contribution Level : 1-Cok Diisilik / Very low, 2-Diisiik / Low, 3-Orta / Moderate, 4-Yiksek / High, 5-Cok Yiiksek / Very high
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